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Existing availability models of standby redundant systems consider only an oper-
ator’s performance and its interaction with the hardware performance. In the case
of operational data systems in the DSN, in addition to an operator-system interface,
a controller reconfigures the system and links a standby unit into the network data-
path upon failure of the operating unit. In this article, a stochastic (Markovian)
process technique is employed to model and analyze the availability performance of
this class of communication systems. The link-controller’s performance and occur-
rence of degradation due to partial failures are quantitatively incorporated into the
model. Exact expressions of the steady-state availability and proportion-degraded
performance measures are derived for the systems under study. The interaction
among the hardware, operator, and controller performance parameters and that in-
teraction’s effect on data availability are evaluated and illustrated for an operational
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data-processing system.

l. Introduction

Extensive research and practical literature exists in re-
lation to the analysis of human performance and reliability
modeling of man-machine systems. ‘An up-to-date list and
classification of the body of literature addressing human
errors and their effect on the reliability and availability
of engineering systems are provided in [1]. Human error
is defined as a failure to perform a prescribed act (or an
out-of-tolerance human action) that could result in dam-
age to equipment or the disruption of scheduled operations
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[2,3]. Categories and causal analysis of human errors are
detailed in [4-6].

Human performance is not easy to quantify and predict.
Rigby [7] stated that error is a function of human variabil-
ity; however, there are several other factors that may be
considered in the analysis and quantitative measurement
of human performance [8-10]. The problem of human re-
liability prediction has been discussed earlier by Meister
[11] and Regulinski [12]. Recent studies, such as those of
Dhillon [13-17] and Gupta [18,19] have emphasized relia-
bility and availability modeling of standby systems with
human-initiated failures. In these efforts, the Markov pro-



cess was employed to model the interaction of hardware
and human performances. In these models, hardware units
of only two states (operating and failed) were considered,
and the impact of one type of human interface was incor-
porated, that is, the performance of operating personnel
only. One assumption common to these models is that the
switch over to a standby unit (i.e., restoration of system
operation) is instantaneous and perfect.

In the telecommunication and data-processing systemns
implemented in the ground-based communication com-
plexes of the DSN, there are two types of human-
equipment interface. One type of interface involves an
operator’s monitor and control of an operational unit, and
the second type requires a link controller’s interface with
a console display to perform system reconfiguration and
restoration by linking a standby unit. Operator errors
may cause failure (disruption of operation) or performance
degradation of the operating unit. Errors made by the link
controller would usually increase the completion time of
the reconfiguring and linking task.

In this study, the stochastic operational behavior of
two-unit standby data-processing systems at the DSN
is investigated. In addition to operator-initiated out-
ages, these systems are characterized by a noninstanta-
neous restoration of their operation through a controller-
performed linking process. The purpose of this analy-
sis is to apply a Markov process technique to develop
steady-state expressions for “operational” availability and
proportion-degraded performance estimation and to im-
plement them as relevant measures of performance for the
systems under study. Of particular significance is the eval-
uation of the impact of various levels of link-controller
performance on the proposed performance measures at se-
lected levels of operator error rate.

ll. The Human Role in Data-Processing
Systems Operation and Maintenance

In this study, a class of communication systems utilized
during spacecraft tracking and data acquisition is defined.
This class includes such systems as the receiver, teleme-
try processing, command assemblies, and others. A typ-
ical two-unit standby configuration used in ground-based
stations is considered representative of these systems for
reliability and availability modeling.

In any configuration, an “operational” unit or assembly
is viewed as a complex structure of hardware and human
components. The human components and their activities
include:

1. Operator: Performs time-continuous operation and
monitoring of equipment. The operator provides inputs
and responses, performs tests and verifications, and mon-
itors the operating unit.

2. Link controller: Performs system reconfiguration
and standby-unit linking upon failure of the operating
unit. The link controller interfaces with a console dis-
play to monitor data flow and link status parameters, and
communicates with the operator when displayed messages
indicate problems.

Possible error categories associated with these human
components and their tasks include:

1. Operator errors: Errors of memory, errors of identi-
fication and interpretation, and the cumulative impact of
errors of operation {6,7).

2. Link controller errors: Errors of attention, errors
of interpretation, errors of procedure and documentation,
and errors of communication.

The levels of maintenance associated with the systems
under study include the following:

1. Level 1 maintenance: This is performed mainly by
the link controller following an initial diagnosis and re-
port of anomalous condition by the operator. It requires
the controller to provide a sequence of inputs or direc-
tives contained within an application software to accom-
plish system reconfiguration and linking of a standby unit
into the operating path (i.e., system restoration). The re-
configuration and link completion time is an indicator of
the controller’s level of performance.

2. Level 2 maintenance: This is performed on site by
maintenance personnel equipped with diagnostic and test
capabilities. It involves diagnosis and fault isolation within
the malfunctioning unit, removal and replacement of the
faulty component, and verification of proper functioning
of the repaired unit.

lll. Data-Processing Systems Reliability
Definitions and Measures

Most reliability definitions and concepts used in the
classical reliability area are applicable to data-processing
systems analysis. However, there are a few terms that are
particularly pertinent. A brief description of these terms
(to appear in the model) follows.
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The system outage occurs when both units in the
standby configuration are disconnected for repair from var-
ious failure modes.

A temporary outage occurs when one unit has failed
and the link controller is involved in the reconfiguration
and linking task to restore system operation.

Degraded refers to a unit’s performance characterized
by a full-capacity throughput associated with a higher er-
ror rate per data block.

System degraded occurs when an operating unit has be-
come degraded for which the standby unit is inoperable.

Temporary degraded occurs when the operating unit is
in a degraded mode and the link controller is involved in
restoring system operation.

An integrated operational analysis of the data systems
under study requires that all their aspects of behavior,
which have been described earlier, need to be considered.
Therefore, formal reliability analysis and modeling of these
systems have been conducted and some of the relevant per-
formance measures have been derived. Satisfactory system
performance from the customer’s point of view, namely,
that of the using spacecraft, is affected by frequencies and
durations of outages and degraded output. Thus, ade-
quate measures of reliability may include the proportions
of normal data and degraded data acquired, “combined”
data availability, and the probability of system outage due
to human errors. In the subsequent sections, the Markov
process technique is employed to derive exact expressions
for some of these performance measures.

IV. Model Description and Assumptions

The following are the specific assumptions of the pro-
posed Markov model:

1. The model represents a two-unit identical standby
redundant system with operator-initiated failure and
degraded states.

2. The operating unit may fail due to either a hardware
fault or an operator error. The unit may also operate
in a degraded mode due to partial hardware failures
and/or noncritical operator errors.

3. Various failure modes are statistically independent.

4. Hardware and operator-initiated failure rates, as
well as the degradation rate, are all constants.
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5. The link controller performs the reconfiguration and
linking process. The completion time of this process
is exponentially distributed.

6. The physical repair of the failed or degraded unit
(level-2 maintenance) is undertaken as soon as the
reconfiguration and linking task is completed. The
repaired unit is recovered directly to the fully oper-
able or operating mode.

7. Repair rates (i.e., level-2 maintenance completion
rates) from various failure modes are constants.

8. System operating policies require that the degraded
unit of the system must not be repaired at its de-
graded output during the linking process of the
standby unit.

9. The degraded unit of the system is regarded as failed
(due to hardware or human-initiated failures) when
providing degraded-unusable output; that is, when
the error rate per data block is greater than a pre-
viously specified criterion or tolerance limit.

10. The failure rate of a unit in its standby mode is zero.

11. A unit may exist in one of three possible states—
operating, degraded, or failed (with total output
loss).

12. Initially, the system is in the fully operating state
with one unit being in an operable standby mode.

13. During system operation, only one change can take
place in the state of the system at each instantaneous
change or increment of time.

V. Model Development
A. Notation List

The state-space diagram associated with the two-unit
standby human-machine system is shown in Fig. 1. The
following symbols are associated with this system model:

S; denotes the ith state of the system, for ¢ =
0,1,2,---,15; ¢ = 0 (one unit is operating, the
other unit is in standby mode); i = 1 (one unit
has failed due to a hardware failure); i = 2 (one
unit failed due to an operator error); ¢ = 3 (one
unit is in a degraded state); i = 4,5, 6 (one unit
is linked, the other unit is under repair from a
failure mode); ¢ = 7,8,9 (one unit is under re-
pair from a failure mode, the other unit is in a
degraded state); i = 10 (both units are under re-
pair due to hardware failures); ¢ = 11,12 (both
units are under repair—one from a hardware



failure and the other from an operator-initiated
failure); ¢ = 13 (both units are under repair from
operator-initiated failures); i = 14,15 (both
units are under repair—one from a degraded
mode, the other from a hardware failure and
operator-initiated failure, respectively)

P;(t) denotes the probability that the system is in
state S; at time ¢, for 1 =0,1,2,---,15.

A; is the constant failure or degraded rate of a unit
due to the jth failure mode, where j = 1,2,3,
corresponding to hardware failure, operator-ini-
tiated failure, and degraded modes, respectively.

A% is the constant failure rate of the degraded unit
due to the jth failure mode, where j = 1,2,
corresponding to hardware and human-initiated
failure modes, respectively.

Ar; is the link controller’s completion rate of the
linking task of the standby unit given the jth
failure mode, where j = 1,2, 3, corresponding to
hardware failure, operator-initiated failure, and
degraded failure modes, respectively. That is,
the link controller’s completion rate of the level-
1 maintenance task.

p; 1is the constant repair rate of a failed unit from
the jth failure mode, where j = 1,2,3, cor-
responding to the hardware failure, operator-
initiated failure, and degraded modes, respec-
tively.

M4, s are the constant repair rates of either one of
the two failed units from hardware failure and
operator-initiated failure modes, respectively,
that is, pa = 2p; and ps = 2u,.

B. Model Formulation

The following differential equations were developed by
examining the discrete-space stochastic process described
in Fig. 1:

PY(t) = —(A1+ A2+ A3) Po(t) 41 Pa(t) + 2 Ps(t) +pa Ps(t)
Pi(t) = M Po(t) = A Pi(t) + AL Pa(t)

Pi(t) = AaPo(t) — A2 Po(t) + AY P3(1)

Py(t) = AsPo(t) = (ALs + AL + A3) Ps(t) + pa Pr(2)

+ p2Ps(t)+ paPo(t)

Pi(t) = Ap1Pi(t) — (At + A2 + Az + p1) Pa(t)
+ 1aPro(t) + p2 Pra(t) 4 paPra(t)
Pi(t) = Ap2Pa(t) — (A1 + Az + As + p2) Ps(t)
+ p1Pri(t) + ps Pra(t) 4 ua Prs(t)
Pi(t) = ApaPs(t) — (A1 + A2 + Az + p3) Ps()
+ p1 P14(t) + p2 Prs(t)
Pp(t) = AsPa(t) — (A + Ay + p1) Pa(t)
Pg(t) = AaPs(t) — (A} + A5 + p2) Pa(t)
Py(t) = AaPs(t) — (AL + Ay + ps) Po(t)
Plo(t) = A1 Py(t) + A{ Pr(t) — paPro(t)
Pii(t) = A Ps(t) + A Ps(t) — pa Pra(t)
Piy(t) = Ao Pa(t) + Ay Pr(t) — poPra(t)
Pig(t) = MaPs(t) + Ay Ps(t) — ps Pra(t)
Pi4(t) = M Po(t) 4 Xy Po(t) — (411 + p3) Pra(t)
Pis(t) = X2 Ps(t) + A Po(t) — (p2 + pa) Pis(t) (1)
with the following initial conditions at time ¢ = 0:

Py(0)=1, P;i(0) =0, fori=1,2,---,15 (2)

VI. Solution of the Model

Considering the limiting or steady-state probabilities,
the derivatives in the first set of equations (1) are set to
zero. The relationship, P4+ P + -+ P;5 = 1 is then
utilized to obtain the following steady-state expressions:

P,‘:I{,‘PQ, fOFi:l,?,---,15 (3)
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and

1
T1+ K+ Ko+ -+ Kis

Py

(4)

where K; is a constant associated with state ¢ and defined
as follows:

A+ )\’11{3
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Ao + )\12[{3
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) I<2 =
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be = AzA] 4+ AsAL + Arag + Aoas — asas
6=

as

_ A2pzar + p3AzAh
- arzag

b7

_ (padsdhy 4 padaar) | (Aadip + diar)
bg = + —

azag arzag

a=A+A2+2A3, a1=Aps+A+ Ay, ax=at

az=a-+py, ag=a+p3, as=A+A,+p

as = A+ Ay +po, ar =AM+ X+, as=p1+ops
ag = M2+ U3

The steady-state probabilities given in Egs. (3) and (4)
can be used to develop system availability and reliability
measures. These measures include:

1. Integrated steady-state availability denoted by As.
This measure combines both normal and degraded avail-
abilities and is given by

As=(1+ Ks+ Ks+ Ks + K¢ + K7+ Kz + Ko) Py (5)
2. The proportion of normal-performance, Py, is given by
Py=(1+Ks+ K5+ Kg)Pp (6)

3. The proportion of degraded-performance, Pp, is given
by

Pp = (K3 + K7 + Kg + Kq) P (M

4. The probability of system failure (data outage) due to
the cumulative impact of human errors, Py, is given by

Py =(Kpp+ Kiz+ K15) P (8)

Equations (5) through (8) define the proposed availability
model of the human-machine standby processing system.



VIl. Application and Analysis

The steady-state availability model described in
Egs. (5) through (8) was implemented to evaluate the “op-
erational” performance of several standby data-processing
systems. The receiver, subcarrier demodulator assem-
bly, and telemetry processing assembly (TPA) are exam-
ples of these systems. They are utilized in spacecraft-to-
station communications at each Deep Space Communica-
tions Complex. The following two applications demon-
strate the usefulness of some of these measures for perfor-
mance analysis of a TPA assembly as a selected configu-
ration.

A. Steady-State Availability Analysis

For the application of the availability measure given by
Eq. (5) to the TPA assembly, integrated data availability
was computed for the following specified parametric val-
ues:

A1 = 0.02 failure/hr, p; = 0.3 repair/hr
A2 = 0.002 to 0.03 failure/hr, gz = 0.3 repair/hr
Az = 0.006 failure/hr, puz = 0.2 repair/hr
! = 0.002 failure/hr, pg = 213
AL = 0.003 failure/hr, pus = 2us
Ar1 = 3.0 link/hr by link controller
Az2 = 0.5 to 3.0 link/hr by link controller
Ars = 4.0 link/hr by link controller

The mumerical results pertaining to Eq. (5) indicate
variation in the TPA system availability, which is de-
scribed in Fig. 2. The plots demonstrate that TPA-
integrated data availability decreases with increasing levels
of operator-initiated outage rate A, and decreasing levels of
the corresponding completion rate of reconfiguration and
linking Ars.

If the TPA operational availability requirement is 98.5
percent, then possible combinations of hardware and hu-
man reliability requirements include:

Ay = 0.002, Az5 = 1, Ay = 0.02, and other parame-
ters remain the same

Az = 0.004, Ar2 = 2, A; = 0.02, and other parame-
ters remain the same

Thus, operational availability can be achieved and/or
improved through a proper trade-off among operator error
rate, link completion rate (or level-1 maintenance comple-
tion rate), and hardware failure rate. The optimal com-
bination of reliability parameters (to be considered for fu-
ture design reviews) is usually selected based on whether
improvements are needed in the hardware area, operating
personnel area, or both.

B. Degraded-Performance Analysis

The proportion of the degraded-performance measure
given by Eq. (7) is applied to the TPA system by using
the previously specified parametric values, except for the
following parameters:

A2 = 0.03 failure/hr, Ar; = Apa = 4.0 link/hr
Az = 0.002 to 0.03 failure/hr,
Ars = 0.5 to 3.0 link/hr

The pertinent numerical results indicate variation in
the TPA annual degraded duration, which is plotted in
Fig. 3. The plots demonstrate how system-degraded dura-
tion increases when a unit partial failure rate A3 increases,
and the corresponding completion rate of reconfiguration
and linking Azs decreases.

If the TPA annual degraded throughput is desired not
to exceed a total of 200 hours, then possible combinations
of the required partial failure rate (i.e., degradation rate)
and controller’s completion rate of the reconfiguration task
include, where other parameters remain the same:

A3 <0.006, A3 > 0.5
A3 <0.010, A3 >1.0

When system-degraded performance occurs, the recon-
figuration and linking process is usually performed care-
fully or delayed for some time (provided that data through-
put remains usable-degraded); therefore, Ars is most fre-
quently less than or equal to 1 link/hr. Thus, greater
attention should be given to maintain Az below 0.010 fail-
ure/hr. This can be achieved through improvements of
assembly design and its human interface and operational
characteristics in order to reduce frequencies of partial fail-
ures and noncritical operating errors.

The other system performance measures, including the
proportion of normal-performance and the probability of
data outage due to human errors, are given by Egs. (6)
and (8), respectively. These measures can be applied to
the TPA system in a similar fashion by using selected para-
metric values. The variation in each measure as compared
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with the changing levels of A2 and A, can also be graphi-
cally demonstrated. It should be obvious that the propor-
tion of normal-performance data acquired Py constitutes
a significant portion of integrated (normal and degraded)
data availability As. On the other hand, increasing oper-
ator error rate X, results in a higher probability of system
failure due to operator errors.

The graphical and parametric analyses of the proposed
model, as described earlier, allow for presenting the prac-
tical aspects of the model and assist in the interpretation
of the results.

VIill. Conclusions

This article presented a stochastic (Markovian) avail-
ability analysis of a class of human-machine communica-

tion standby systems, namely, data-processing systems.
In the developed model, the possibility of a degraded-
performance occurrence was considered and the human
task of noninstantaneous restoration of system operation
was incorporated. Therefore, the proposed model is more
general and adequate for the systems under study than
existing models.

The steady-state performance expressions derived in
this study can be used in conjunction with appropri-
ate plots to facilitate various failure mode sensitivities
and trade-off analysis. Such analysis would support the
decision-making process with regard to the optimal com-
bination of the operator-error rate, the hardware failure
rate, and the system restoration rate, which may result in
a system “operational” availability that meets or exceeds
a prespecified requirement.
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Fig. 1. State-space diagram of system stochastic performance.
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